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Fig. 1. CASP - a generic Internet signaling architecture

There are scout requests and responses that follow the usual UDP request-response pattern of reversing source and destination
address and ports. Scout requests have an IP destination address set to the destination address of the triggering CASP request.
The IP source address is set to the IP address of the Scout message transmitting node. The scout message is forwarded like a
normal UDP/IP packet. The destination node always turns around the scout message. Furthermore, scout messages have their
own reliability mechanism. They are retransmitted periodically, with exponentially increasing retransmission interval, starting
at 500 ms.

B. CASP Operation Example

A CASP messaging layer session is established between an initiator and a responder, along a chain of CASP nodes, with
a cryptographically random session identifier (session D) chosen by the initiator. Additionally, a flow identifier describes the
data flow the signaling message pertains to. At each node, the CASP messaging layer remembers its previous next CASP
node, if not being the initiator; it also determines the next node along the data path, checks if there is an existing transport
connection to that node, or establishes one if not, and then forwards the message downstream. The node then remembers the
upstream node and associates it with the session identifier, a state refresh timer and a state expiration timer. This ensures all
messages for a session traverse the same set of CASP nodes, in both directions. While delivering generic messaging layer
signaling messages, the messaging layer establishes, refreshes or releases states for signaling sessions; it also remembers the
traversed path by installing state at individual routers (stateful approach) or records a route (stateless approach).

Fig. 1(b) illustrates an example of CASP signaling where TCP is used as the underlying transport mechanism (the SCTP
case is just similar; when UDP is used, a CASP message will be sent to a discovered next hop without checking/reusing any
existing connection). A signaling client (“foo”) requests the CASP messaging layer for delivery its service from the initiator
along the path to the responder, whereas it is possible that some intermediate CASP nodes (in this example, R1) does not
support the requested client layer. Then the following operations take place in order:

1) The initiator creates a messaging layer session identifier, and determines next CASP node is R1 (e.g., via a separate
scout discovery process: sending a scout request towards the signaling responder and the first node supporting scout will
respond with a scout response) and there is an existing TCP connection between the initiator and R1. It then generates
a CASP message with supplied signaling client payload and delivers it to R1.

2) Upon receipt of the CASP message sent by the initiator, R1 determines it does support the requested client type, and then
simply performs the similar procedure as in the initiator; additionally, it also remembers previous hop. R2 differs from
R1 in that it passes its client payload on to the correspondent client protocol. After that, it establishes a TCP connection
between R2 and the responder, as there is no TCP connection exists.

3) In the responder, after receiving the client data, the client layer may decide to send a response message to the initiator,
following the reverse chain of CASP nodes.

The state diagrams for the basic CASP operation are shown in Fig. 2(b).
Before describing details of the implementation, we identify the design goals of our target system in next section.

C. CASP Implementation Design Goals

CASP differs from traditional signaling protocols in a number of ways. In this paper we focus on the following goals which
are important to our design:

1) Modularity and efficiency: Modularity enables CASP client protocols and discovery mechanisms to be easily implemented,

added or modified. A modular design should also allow for different signaling transport protocols as well as well-defined
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Fig. 2. State diagrams for a CASP messaging layer instance and a scout instance

interfaces for components with each other and/or the surrounding environments, as depicted in Fig. 3 1. Modularity,
however, can deteriorate the signaling performance due to the costly session setup and maintenance, header processing as
well as interfacing between layers. Nevertheless, as the fundamental block of the CASP architecture, a CASP messaging
layer implementation needs to be efficient enough while maintaining the modularity. This efficiency may be represented
by high responsiveness, low memory profile and computation time.

2) Dynamic availability: The components can be dynamically available in a CASP implementation. First, the number of
participating signaling client sessions may vary over the time (some can join or disappear without notice). Second, due to
soft state refreshes, route change notifications, or session requests of client applications, CASP messages can be generated
or received in any node over time. A consequence, then, is that the amount of computation delivered by a messaging
layer session may also vary over time.

3) Heterogeneity: Signaling clients may have varying characteristics (such as end-to-end, end-to-middle, or middle-to-
middle), different payload sizes, different soft state timers, different amount of memory consumption and processor
speed in different implementations.
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Fig. 3. A requirement for CASP design: modular protocol components and well-defined interfaces

IIl. IMPLEMENTATION
In this section, we show how the implementation goals and difficulties encountered were resolved through a set of design
choices, and report the key techniques that we introduced in the CASP implementation.
A. Design Architecture
As described above, the first goal of the CASP implementation is to be efficient while maintaining modularity. Modularity
requires the CASP messaging layer to be independent from any signaling client protocol which relies on it (e.g., QoS resource

INote in this figure, an agent corresponds to (or acts on behalf of) a user application, which requests services of one among known CASP client types, such
as “Ping”, QoS, or NAT. For example, a simple QoS-aware agent can feed the following information to the QoS client: (source IP, source port, destination
IP, destination port, traffic specification and QoS parameters).
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While analyzing these results, the cost of context switches has to be taken into account. Benchmarking the costs of context
switches with the Linux Scheduler Benchmark [?] yields the results shown in Table Il for the initiator of the testbed:

TABLE I
LATENCY OF CONTEXT SWITCHES
Minimum context switching latency: 98.7 us
Median context switching latency: 101.0 us
Average context switching latency: 119.5 pus
Maximum context switching latency: 1017.4 ps

These results help to get a rough understanding of the measured RTT values: much of the variance suffered and even a
significant amount of RTT may be due to the context switches needed to accommaodate all agents.

C. Memory Consumption

Due to the simple but efficient way of state management, memory consumption of states is kept rather low (an analysis is
given in Table 111): a session only needs 128~256 bytes plus 32~128 bytes plus a thread memory page (4k bytes by default).
This has also been proven by profiling of the runtime system. In other words, 10,000 signaling sessions running in a node
simultaneously would consume about 4201 B. In case of a much more significant amount of signaling sessions, aggregation
of the signaling sessions (e.g., similar to [?], [?], [?]), or based on destination prefixes may be necessary.

TABLE Il

MEMORY CONSUMPTION FOR SESSION STATES
Each active session 128 to 256 bytes (without client data)
depending on the bus architecture of the host
Neighboring node address in a session state 32 bytes for IPv4
128 bytes for IPv6
Each thread slot used 1 memory page
(in most systems) default size is 4k bytes

D. Profiling

Evaluating performance of a program in Linux is a difficult task using the legacy profiling tools like gprof, especially when
using library routines and dynamically opened plug-ins. If there is an obvious performance problem, one has to estimate the
location of the bottleneck or resort to handcrafted measurement routines. Recently, Valgrind [?], a framework for memory
debugging and program execution analysis under GPL, has been proved pretty useful for this purpose. In order to get an
overview of the performance characteristics of our CASP implementation, we examined the costs attributed to functions or
even libraries, by using one of Valgrind tools “calltree”. Since multi-thread programs are generally very hard to analyze, the



initial step in the evaluation process was to profile a single-thread version of the CASP implementation. Calltree tracks the
amount of time spent (in terms of the cycles of the synthetic X86 CPU) for calling each routine and subroutines as well as
shared libraries. Table IV gives the details of the profiling results.

From this table first it can be inferred that generating a session ID is almost the most costly operation for node 1, while
the behaviors of node 2 and node 3 look very similar, due to the crypto computation of a random number. In a realistic
implementation, however, it is possible to rely on hardware for random number generation with computing devices available
today.

Second, we observed that soft state refresh requires a large amount of the rest operations (except session ID generation),
about 30%-32% of the overall costs in node 2 and node 3 in our test.

Third, upon recept of an upper request or refresh message, a node needs to search session repository, update the corresponding
entries and forward the refresh on if necessary. Session retrieval is trivial (<5%) in node 1, and more expensive but still of
reasonably low cost (15%) in other two nodes. The overall session creation or retrieval operations cost about 30%-34% of the
overall costs in node 2 and node 3 in our test.

Finally, it has been found that sending and receiving messages require reasonably low costs, about 9% and less than 5% for
both node 2 and node 3, respectively. All the other costs, such as multi-thread scheduling, were shown relatively low (up to
5% for all nodes).

TABLE IV
RUNTIME PROFILES OF THE CASP IMPLEMENTATION IN DIFFERENT ROLES

[ Code section [[ Tnitiator | Intermediate node | Responder |
1. Processing incoming messages 76% 60% 55%
1.1 Receiving messages (glibc) <5% 9% 9%
1.2 Session ID generation (OpenSSL) 58% - -
1.3 Session state creation/retrieval 15% 30% 34%
1.3.1 Session state retrieval <5% 15% 15%
1.3.2 Session state creation 11% 11% 15%

[ 2. Sending messages (glibc) [ 9% | <5% <5%
3. State refresh 10% 32% 30%
3.1 Removal of expired sessions - 14% 15%

[ 4. Polling the event loop | <5% | 5% 5%
Total cost (in percentage of program execution time) 95% 97% 90%
Total cost (in million CPU cycles) 1,826 626 576

E. Scout Performance

The most costly part in scout daemon was found to be the cookie generation, which was measured as about 255 on average
within the whole processing time of a scout message. This yields to the same reason as session ID generation in the messaging
layer: random number generation is the most computation-intensive part of the whole process. We imaged with some way
such as pre-computing such cookies in a buffer or use hardware-based random number generator could help improving the
performance of on-demand scout process.

Noticeably, while the average RTT for two-way scout messages observed when sending a scout request every 10 seconds
for 2 hours (3535) was higher than that when sending a scout request every 10 minutes for 24 hours (241us), the standard
deviation of the former was much higher than that of the latter (30us v.s. 1us). This can be interpreted as the processing
packets with IP router alert option brings instant performance penalty to the system.

V. RELATED WORK

Over the last decade, various issues for signaling in the Internet, especially for QoS resource reservation, have been widely
investigated, ranging from soft state modeling [?], [?], scalability [?], [?], [?], [?], and performance [?], [?], to complexity
[?1, [?], [?], [?] and applicability [?], [?], [?], using either a server-based or a router-based approach to simplify or extend
RSVP (even under other protocol names). For example, the current index of Internet drafts lists 28 documents with the word
“RSVP” in their titles, while there are 29 RFCs with “RSVP” in their titles. Server-based approach relies on centralized entities
(known as “bandwidth brokers™) to perform admission control, while the router-based approach installs packet filters either on
a per-flow or aggregated basis in a hop-by-hop way. However, much focus about modularity has been put on QoS or multicast
models (e.g., [?]); little was on the support for generic signaling. Furthermore, the dominant way of using “router-alert option”
and coupling discovery with discovery cause a number of security and complexity issues [?], [?].

Recently, several authors have addressed modular design, using either an RSVP-based or a CASP-based approach. In RSVP-
based approaches, RSVP was extended with an extra reliable mechanism and general signaling support. This approach removes
the QoS- and multicast-specific processing burden from RSVP, and has the advantage of better compatibility with existing



protocol and implementations. However, securing, congestion control and fragmentation of signaling messages may be complex.
No simple solution is available and RSVP still has to deal with these issues, since RSVP encapsulates its messages using raw
IP or UDP, and couples PATH signaling with next-hop discovery. Variations of the RSVVP-based approach have been described
in [?], [?]. The latter proposal suggests a decomposite system where a signaling message is just sent to next CASP hop
(discovered by some next-hop discovery mechanism) using an existing transport protocol which provides capabilities such
as fragmentation, congestion control, and easier security when desired. However, both proposals leave the actual mechanism
undefined. Recently, the IETF Next Steps in Signaling Working Group [?], which is responsible for standardizing a general 1P
signaling protocol where QoS signaling is the first use case, has decided to follow the CASP-based approach and reuse RSVP
concepts whenever possible [?]. However, for both approaches, the tradeoff between performance, complexity and modularity
is still an issue. Fault recovery, especially in dealing with re-routing [?] remains one major concern in the layered architecture.

Another related issue comes out of IP mobility support. It is expected node mobility will be common in the coming future,
which results in signaling in changed network paths and tunneling after a handover, which are typical characteristics of IP
mobility, must be supported. However, RSVP is difficult to be supported in these scenarios due to its design [?], particulary
with the use of flow identifier for state indexing, local repair and tunneling support [?]. There are recently a few proposals
trying to address this but most of them are far from being mature. Mobility support in CASP-based approaches has been
considered to be possible [?], but detailed mechanism and performance still need further study.

VI. CONCLUSIONS AND FUTURE WORK

This paper presented the design, implementation and performance analysis of CASP, a generic signaling framework for the
Internet. In contrast to traditional ways, CASP provides a modular architecture to support any client applications requesting
signaling services, and reduces complexity by relying on existing reliable transport protocol for signaling transport. Due to
reuse of existing transport connections, the performance of signaling transport, on average, is low. The modularity design of
the CASP implementation provides a flexible way for session state management, message processing, and any type of next-
hop discovery mechanism. Through a plug-in architecture and a master-worker multi-threading paradigm, the implementation
performs efficient even when there is a large volume of session requests. The use of obstack to handle the messages reduces
the need for frequent defragmentation of memory pieces by the operating system. Balanced binary searching tree allows
a logarithmic session searching time and a session. The cost of processing signaling messages depends on the volume of
requests for signaling services and the refresh frequency. Our CASP implementation economizes on all of these components.
First, when we allow routers to use CASP for signaling with a wide range of client applications and discovery mechanisms,
they can be registered on demand and seamless configured without disturbing the entire system. This reduces the necessity of
applying different protocols and updating the protocol stack with the changed need and conditions. Second, by efficient soft
state management and session maintenance, CASP improves the signaling responsiveness. Third, CASP typically needs less
frequent refreshes than does RSVP, for the following reason. RSVP control messages are unreliable and thus must be repeated
at about three times the state expiration timer, while CASP refresh messages can be transferred reliably hop-by-hop when TCP
or SCTP is used for signaling transport. The mechanisms described above reduce the complexity of CASP and the number
of CASP messages. Not only does this reduce the burden on the routers to process these messages, it also reduces the link
bandwidth cost to transmit these messages.

Nevertheless, a number of open issues were encountered and/or considered during the design and implementation of CASP
protocol, and we are planning to explore various CASP enhancements, such as QoS and firewall signaling client protocols,
failure recovery and mobility, and also to examine various options for non-1P-option based discovery. Further improvements
in CASP message processing will be exercised to support flexible signaling transport support and certain level of security.
Other issues, such as the use of RSVP-like signaling while discovery (instead of separating them), may also be considered.
Particularly, we are studying the performance and scalability considering more sophisticated network topology (e.g., with large
number of signaling sessions in the middle and a small number of agents in the end).
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APPENDIXES
Appendix A: main classes used in GoCASP

o caspd is responsible to initialize client and discovery modules and then hand over the control to the master thread
(casp_connection_broker).

« casp_connection_broker is the main event loop, which listens for new incoming requests from client applications and
other CASP nodes. It also manages associated sockets. After detects an incoming message it asks the casp _mlayer or the
respective client to process them. The main portion of this class is function int add socket().



o casp_mlayer takes control when casp_connection broker detects an incoming CASP message. The byte stream of this
signal is read in its whole length (if possible), then a message is created and the data is passed to it for parsing. Control
is passed on to an idle casp_message_thread afterwards. The main portion of the class consists of the following functions:
int register_client(), int receive(), int send(), int teardown().

o casp_message_thread is responsible for thread management and implements the message processing routines. When a
thread object is called with an arriving message, the message object gets copied into the memory slot of an idle thread,
which handles the message thereafter. The main portion of this class consists of the following functions: int process(), int
send(), int respond().

o Casp_message A casp_message object represents a single CASP message and provides accessors and mutator functions
for message data. It also provides functions to create a message object from an octet stream and to assemble and send
an encoded CASP message to another CASP node. When an incoming message arrives, a message object is created in
the master, and then passed onto a corresponding obstack in the worker thread for processing. The main portion of this
class consists of the following functions: wvoid create(), int parse(), caspmessage £ * clone(), void reset(), int set_cdata(), void
set_source(), void set_destination(), sockaddr * source(), sockaddr * destination(), int send_to(), int free().

o casp_sockets is the connection repository. Objects that need a connection to another CASP node are required to retrieve
a connected socket through this class. The main portion of this class consists of the following functions: casp socket c*
get(), casp-socket_c * reconnect(), void release(), sockadd * copy-addr(), casp-boolean_t is_-local().

o casp_session is the session repository. This class is responsible for session storage and retrieval. It also implements
session repository maintenance and removal of expired sessions. The main portion of this class consists of the following
functions: casp_session_c * find(), int sidemp(), casp_sessiont * get(), void set_client_state(), void * get_client_state(), void lock().
void release().

o casp_client implements the dynamic client loader/unloader and is intended to become a full-fledged client adapter. The
main portion of this class consists of the following functions: casp clib infot * load(), void unload().

o casp_dsc Loader and adapter class for the discovery module being used. The main portion of this class consists of the
following functions: sockaddr * getnexthop(), sockaddr * getprevhop(), casp booleant cookie walid(), void load module().

Appendix B: main data structure

/* magic number to protect session data structures */
#define sessionmagic 0x£74dc003

typedef struct {

int magic; /* session data structure guard */

sidc_t *sid; /* session id */

struct sockaddr *next; /* socket address of next hop */
struct sockaddr *prev; /* socket address of previous hop */
struct sockaddr *src; /* socket address of CASP initiator */
struct sockaddr *dst; /* socket address of CASP responder */
time_t stamp; /* last time this session was used */

time_t timeout; /* timeout interval */

/* mutex to ensure only one message of a session is processed at time */
pthreadmutex_t lock;

/* pointer to simple memory block allocated by client */
/* to hold protocol specific information */
void *client_state;

/* pointer to information about the client module */
/* data structure has to be determined so this is void by now */
void *client_info;

} casp-session.-t;

Fig. 8. Structure of a session



Fig. 9. Structure of a Ping client request

Fig. 10. Structure of a Ping client response
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Abstract

RSVP version 1 has been designed for optimum support multicast.
However, in reality multicast is being used much less frequently than
anticipated. Still, even for unicast (one sender, one receiver)
full-fledged multicast-enabled RSVP signaling must be used. As
pointed out in the NSIS requirement draft, multicast would not be
necessarily required for an NSIS signaling protocol. This draft
analyses ingredients of RSVP Version 1 which are affected by
multicast, and derives how these ingredients may look like if
multicast is not supported in the generic RSVP signaling protocol and
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adapt related functionalities accordingly - we call the resulting
feature set "RSVP Lite", a potentially more light-weight version of
RSVP.
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1. Introduction

As a signaling protocol designed specifically for the Internet, RSVP
Version 1 (RSVPV1)[1][2][3] distinguishes itself by a number of
fundamental ways, particularly, soft state management, two-pass
signaling message exchanges, receiver-based resource reservation and
separation of QoS signaling from routing (in the sense that RSVP
messages follow normal 1P routing). However, RSVP end-to-end
signaled QoS for the Internet has not become a reality. One reason
for this is regarded the complexity brought by multicast [8]- In
fact, vast majority of applications do not use multicast in reality.
Some multicast protocols (e.g., PIM-SM [4]) even consider multicast
as a function built on top of unicast routing rather than as an
integral part of it. We notice that multicast is not listed as a
(mandatory) requirement in the NSIS requirements draft [7].

This draft analyses ingredients of RSVP Version 1 which are needed to
support multicast. Compared with standard RSVP, the following
features could be simplified or would even not be needed if multicast
is removed from RSVP:

0 Unnecessary reservation styles and scope object in the signaling
protocol;

o Limitation on receiver-initiation;
0 Coupled QoS specification and signaling support;

0 Complex state structure and merging operation in the routers for
the signaling;

o Killer problems and error/failure handling.
This list might not be comprehensive, but we believe it covers main
features. We find that removing multicast capability from RSVP

generic signaling (and adpting related functionalities accordingly)
will make i1t considerably more light-weight.
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2.

Multicast-Influenced Ingredients in RSVP

This section analysis the ingredients in RSVPv1l influenced by
multicast.

2.1 Reservation Styles and Scope Object

To accommodate the multipoint-to-multipoint multicast applications,
RSVP was designed to support a vector of reservation attributes
called the "style™. There are two attributes in RSVPv1:

Sharing attribute, with value "Shared" (all senders share a single
reservation) or "Distinct” (every sender has a seperate
reservation);

Sender Selection attribute, with value "Explicit" (select
explicitly a specific sender), "Wildcard" (applies to all
senders).

2.2 Limitation on Receiver-Initiated Reservation

Receiver-initiated is critical for RSVP to setup multicast sessions
with a large number of receivers. RSVP is optimized for a large
number of receivers with heterogeneous request, and therefore deploys
the receiver-initiated approach: a receiver initiates a reservation
request at a leaf of the multicast distribution tree, travelling
towards the sender. Whenever a reservation is found to already exist
in a node in the distribution tree, the new request will be merged
with the existing reservation. This could result in fewer signalling
operations for the RSVP nodes close to the sender, and new receivers
are handled completely by the receivers and the network without
bothering the sender. In comparison, for sender-initiated
reservation, when the reservation request travels up the multicast
tree towards the intended heterogeneous receivers, it is necessary to
distribute its reservation request information to all hops on the
multicast tree between source and receivers. This iImplies gathering
receivers” QoS information from receivers beforehand and results in
more signaling overhead.

2.3 Coupled QoS Specification with the Generic Signaling Protocol

Fu,

To effectively signal QoS to the network, Path messages carry traffic
characteristic information (Sender_TSpec) as well as network
capability information gathered (ADSpec), while a Resv message
carries QoS information (FlowSpec, which includes TSpec and RSpec)
requested by the receiver. These specs are particularly designed for
multicast QoS resource reservation iIn the Integrated Service model,
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where FlowSpecs should be merged when a Resv message is received by
an RSVP router where multicast delivery replicates data packets.

2.4 Complex State Merging Operation in the Routers for Signaling

Each RSVP router uses a Path state to maintain a table of TSpec
information for each multicast session, in addition to outgoing
interfaces of the previous RSVP hop and previous RSVP hop addresses.
An RSVP router also uses a Resv state to maintain next RSVP hop
address (used to distinguish its route from other multicast session)
and FlowSpec. When a router finds multicast delivery replicates data
packets, those specs related to the downstream reservations should be
merged, and appropriate reservation parameters should be passed
upstream.

2.5 Killer Problems and Error/Failure Handling

Fu,

For reservation errors (e.g., admission control fails), a ResvErr
message should be reported to all of the responsible receivers.
Furthermore, it may result in "killer problems"™, i.e., if the path
towards the source has sufficient resources for the smaller of the
reservations but not for the merged request for the multicast, then
the effect of merging can be to deny reservations to both.
Therefore, the error processing of in RSVPv1l is rather complex.
Furthermore, a blockade state is introduced to solve the one of the
killer problems (KR-11), which is denial of (reservation) service by
a large and failing reservation. After a reservation®"s failure is
recorded in the blockade state created by ResvError messages, merging
will take this into account.
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3. Towards a Light-weight RSVP: RSVP Lite

Based on the analysis above, this section describes how RSVP would
look like 1T removing its multicast capabilities and adapting other
related functionalizties of RSVP. For the convenience of the
following discussion, the abbreviation "RSVP Lite" is used to stand
for the possible feature set that follows.

Like in RSVPvl, soft-state and security mechanisms would still be
interesting to be used in RSVP Lite; signaling in the RSVP Lite is
also separated from routing in routers; the data flow definition
follows the same (i.e., consists of a session = <dstlP, protold,
dstPort> and a filter spec = <srclP, srcPort>).

However, RSVP Lite will bring a number of simplifications to RSVPvl.
In the following paragraphs, these features are briefly described.

3.1 No Reservation Styles and Scope Object

Styles in RSVPv1l are used for specifying the sender set for a
reservation request and whether these senders share a single
reservation. Beside, a scope object iIs used In Resv messages to
carry an explicit list of sender hosts towards which the information
in the message is to be forwarded. In RSVP Lite a receiver has only
one sender, therefore styles are not needed any more. Then all
related burden like merging are released from RSVP Lite.

3.2 Decoupling Signaled Data from Signaling

Path/Resv messages will not be responsible for creation and merging
of multicast reservation sink trees, they are only responsible for
creation and maintaining the appropriate states. The signaled data
are handled by upper level protocol(s) being carried by RSVP Lite
(e.g., ALSP described in [10]). Typically, one-way service signaling
(Path message) would suffice for setting-up the states from any node
towards another node in the Internet. However, to give the signaling
source a chance to see whether and how its service signaling (Path)
has been succeed, a confirm message (Resv) still is necessary for
RSVP Lite, with an optional object to record the last failed node
(when failed).

3.3 No Restriction on Sender- or Receiver-Initiation

Unlike in RSVPv1l, it is not necessary for RSVP Lite to be always
receiver-initiated, because there is only one receiver, and no
merging is necessary from the receiver to the sender. It is up to
the upper level of signaling protocols to decide which way to
initiate. In addition, RSVP Lite does not rely on the multicast
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membership, therefore can initiate and respond the signaling at any
node in the Internet, i.e., the placement of its signaling source and
destination is flexible. Thus it is able to support other signaling
models like host-to-network and edge-to-edge in a simple way in
addition to end-to-end signaling.

3.4 Simpler State Management in Routers

In RSVP Lite, there is no need to keep blockade states in routers,
only Path and Resv states would suffice. Hop-by-hop refreshes are
also simpler since Path/Resv refreshment messages neither need to be
distributed towards the multiple receivers/senders nor need to be
merged.

3.5 Simplified Error Handling

Although there still are a few possibilities of error sources in RSVP
Lite, most of the issues like killer problems become rather easier to
handle since: (1) there is no need to merge states for multicast
sessions in the RSVP routers, so the number of possible error source
decreases; (2) the error reports can be simply returned back to the
unicast sender.

3.6 Message Types

The possible types for messages involved in the signaling process of
RSVP Lite are listed as follows.

Path (or Request): for signaling request and state refreshment.
This message in fact takes only part of responsibilities of
Path messages in RSVP, and the real semantic of the signaled
data is defined by seperate protocols. We call these seperate
protocols ~“client protocols®"" and an example is the QoS client
protocol. These client protocol elements are encoded into the
Path (Request) messages - and Resv (Response) message when
necessary - which are simular to the concept of ALSP [10].

PathErr: for reporting errors in processing Path messages.

PathTear: for tear down of Path state. PathTear message is sent
by the sender towards the receiver or the IP address where the
Path (Request) was rejected to explicitly delete or adapt
associated states;

Resv (or Response): indicating whether a signaling request is
accepted and whether to adpt in the reverse direction
(C "Commit™") or rejected (C "Reject""). The actual reverse
directional functionalities (mainly reserve for resources) of
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Resv message in RSVP is no longer necessary. However, in RSVP
Lite, two-pass message exchange would be still necessary for
setting up proper states in the nodes along the data path from
the signaling requester to the signaling receiver. A Resv
(Response) message with ~““reject"" flag set shares the same
type as the “~“Commit®"" one, but the IP address where the Path
reservation is rejected can be included. This provides the
signaling sender a flexibility in deciding whether to still use
the signaled segment for its session, or to clean up the
established states along the path.

For QoS signaling purposes, it is further possible to simplify and
optimize traffic description and QoS specification in the QoS client
protocol by introducing a ~ QoS profile (with acceptable and desired
QoS level)"™" into the QoS-client protocol for RSVP Lite. To support
different QoS provisioning techniques and optimize the signaling
procedure, the FlowSpec in Resv messages and the SenderTSpec/ADSpec
in Path messages of RSVP could be unified to a ~~QoS profile™™, e.g.,
as defined in [14].- [In the QoS profile of a Path (Request) message,
the sender can state its desired QoS and (minimally) acceptable QoS,
as well as its traffic characteristics (this allows the routers a
flexibility to dynamically adapt its reservation in dynamic
environments). A QoS profile with actually reserved QoS information
can be attached in the Resv (Response) message.

3.7 Mobility Consideration

TBD - ldeas of existing RSVP mobility schemes e.g., "Localized RSVP"
[12], ""Mobile Extension for RSVP'" [13] can be ported. It is also
possible for RSVP Lite to release the unused states and establish new
states without much pain following the ideas of mobility/route change
handling in CASP design [11]; special attention should be paid to
session identifiers.

3.8 Multicast Consideration
TBD - It would be useful for RSVPm/oMC to provide limited support for
some of multicast models. One possibility is to provide a special
interface to access the multicast routing tables. A limited support
for SSM multicast [9] is provided in CASP [11] and its idea may also
applies for RSVP Lite.

3.9 Potential Advantages of RSVP Lite

According to the discussion above, RSVP Lite potentially has a number
of advantages over RSVPv1:

Reduction in signaling set-up time. Because RSVP Lite can be

Fu, et al. Expires April 16, 2003 [Page 8]



Internet-Draft RSVP Multicast Analysis October 2002

sender- and receiver-initiated without additional message
exchange, the signaling set-up time will be one-pass less than in
RSVPV1 in a sender-initiated signaling scenario.

Different modularity and more flexibility. RSVP Lite does not
intend to optimize for multicast, instead keeping the RSVP Lite
signaling integrants as minimal as possible, while freely putting
initiator and responder. Decoupling signaled data and signaling
message makes it more Fflexible and applicable to many other
signaling purposes besides QoS signaling.

Reduction in processing overhead due to (1) no need to carry
unncessary component and interpret signaled data in the basic
signaling protocol (RSVP Lite), (2) no need to merge for multicast
sessions and (3) simpler handling of errors and failures.
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4.

Fu,

Security Considerations

By removing multicast support from RSVP, message processing is
simplified as explained throughout this document. However, there is
little room for optimization in security aspect. Integrity and
replay protection of RSVP signaling messages as offered by RFC2747
[5] is still required to provide security on a hop-by-hop basis.
Additionally, the integrity handshake mechanism used for recovering
from host or router crash to offer sequence number resynchronization
is required. In order to support policy based admission control and
authentication of the user via Kerberos, digital signature or plain-
text credentials the objects described in [6] have to be present.
Multicast processing of the policy locator inside the POLICY_DATA
object can be simplified in such a way that the policy locator is
copied from the received to the new message. The same procedure has
to be applied for the AUTH_DATA object which is also left unchanged
and forwarded (i.e. copied to the new RSVP message).

Section 7 of [5] states that in the multicast case all receivers must
share a single key with the Kerberos Authentication Server (i.e. a
single Kerberos principal is used). Removing multicast allows
avoiding the case where all receivers must share a single key.

Whether it is possible to simplify processing of POLICY_DATA objects
altogether needs further investigation.
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others, and derivative works that comment on or otherwise explain it
or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any
kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
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developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
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