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the IETF ForCES working group. However, we 
emphasize the three critical dimensions of future 4G 
networks: mobility, QoS and security, as well as other 
new emerging or replacement components might appear, 
integrated into a unified framework and allowing more 
extensibility for 4G networks design. 

2.2 Two Modes of Operation  

Besides the functional decomposition, we divide the 
operations that a 4G network infrastructure used in 
mobility scenarios into two categories: 1) end-to-end way 
control, which is related to authentication between the 
mobile device and the network, and enabling of 
forwarding end-to-end traffic. 1) the hop-by-hop way, 
mainly on hop-by-hop trust relationship and resource 
reservation setup. 

2.3 Understanding Mobility, QoS and Security 
Problems in 4G Networks 

Mobility. Mobility involves both control plane and data 
plane. The control plane is mainly involved with path-
decoupled, end-to-end way of mobility registrations, 
while data plane concerns mobility-enabled routing for 
data flows into and from an MN while it moves between 
different locations. The data plane behavior is achieved 
by installing/changing certain binding caches upon 
certain control plane information exchange (e.g., the 
binding update/acknowledge procedure in MIP). In fact, 
although MIP does not change the traditional IP routing 
table, when the MN is away from home and changes its 
location, associated with its fixed home address 
information, routing information is added in certain data 
processing and/or forwarding entities such as mobility 
agents (e.g., home agent and foreign agent) and systems 
themselves upon successful MIP registrations.  Localized 
mobility solutions such as fast handover for Mobile IPv6 
(FMIPv6) [13] and Hierarchical Mobile IPv6 (HMIPv6) 
[14] make this a little bit more complicated. Fig. 2 
illustrates this issue in various MIPv6 cases. 
 
As shown in Fig. 2(a), after different combinations of 
MIP registrations an MN can receive data flows along 
different paths sending from the CN. For example, after a 
MIPv6 with route optimization (MIPv6w/RO) 
registration, data flows traverse along normal IP routing 
path within bothering mobility agents. However, if a 
MIPv6 without route optimization (MIPv6w/oRO) 
registration is enforced, data flows can either traverse 
through the home agent (HA) towards MN directly (the 
normal case), or traverse through the HA and the 
mobility anchor point (MAP) introduced in HMIPv6. 

Furthermore, when FMIPv6 is applied, the path can be 
more complicated by the way of further tunneling data 
packets from the Previous Access Router (pAR) through 
the New Access Router (nAR) and finally reach the MN. 

 
(a) Mobile node as data sender 

 
(b) Mobile node as data receiver 

Fig. 2: A data plane view of an MN’s flow 

Similarly, Fig. 2(b) demonstrates the various potential 
data paths along which flows sent by the MN traverse, 
including the case after a MIPv6 registration with or 
without reverse tunneling (MIPv6w/RT or MIPw/oRT), 
or combined with FMIPv6 and/or HMIPv6. A more 
detailed description of these scenarios is provided in our 
prior work [8].  
 
QoS. QoS provisioning also comprises data plane 
(mainly traffic control e.g., classification and scheduling) 
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